FIT 100 Quick Write 9 Key

What are several ways that your personal information can be stolen? List steps you can take to protect against identity theft.
Most ID Theft takes place offline. Your personal information can be stolen from your trash or your wallet, or by your answering questions online, in person, or on the phone. Typically, your social security number is the crucial piece of personally identifying information.
Steps to protect:

· Shred personal papers such as banking statements
· Never give out your social security number unless it's for a legitimate purpose

· Keep your social security card locked up at home

· Memorize your social security number and give the number only to your doctor, school, employer, and no one else!
· Don't answer phishing emails that purport to come from your bank or other institution—contact your bank directly instead
· Report any theft or fraudulent activity immediately to the police, the three major credit bureaus, your bank, etc.
· Request free annual credit reports and check them for fraudulent activity 
(https://www.annualcreditreport.com/cra/index.jsp)
· Police your accounts to make sure no fraudulent activity is taking place
· Guard your mailbox and your wallet.

· Check the reputation of local companies at the Better Business Bureau (http://welcome.bbb.org/). No report is good news.

To guard yourself online,

· Deal only with reputable Web sites/companies, with a physical presence (street address and phone number) in case there's a problem. Check online companies' reputations with the Better Business Bureau at http://search.bbb.org/ (No report is good news.)
· Accept cookies only from companies you trust.

· Update/patch your operating system software

· Update your antivirus software frequently and maintain a constant scan of your system and email for viruses

· Install reputable anti-spyware software such as Windows Defender or Spybot Search and Destroy. Set Spybot to stop you from connecting to known untrustworthy sites. Scan for spyware/malware monthly, more frequently if you find a lot.

· If you get an email from your bank, contact them directly rather than following links in an email. Beware of phishing emails and phone calls. 
